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&RS\ULJKW�
&RS\ULJKW�1RNLD�0RELOH�3KRQHV�������$OO�ULJKWV�UHVHUYHG��
5HSURGXFWLRQ��WUDQVPLVVLRQ��WUDQVIHU��GLVWULEXWLRQ�RU�VWRUDJH�RI�SDUW�RU�DOO�RI�WKH�FRQWHQWV�
LQ� WKLV� GRFXPHQW�� LQ� DQ\� IRUP�ZLWKRXW� WKH� SULRU� ZULWWHQ� SHUPLVVLRQ� RI� 1RNLD�0RELOH�
3KRQHV� LV� SURKLELWHG�� 1RNLD� LV� D� UHJLVWHUHG� WUDGHPDUN� RI� 1RNLD� &RUSRUDWLRQ�� 2WKHU�
SURGXFW� DQG� FRPSDQ\�QDPHV�PHQWLRQHG�KHUHLQ�PD\�EH� WUDGHPDUNV�RU� WUDGH�QDPHV�RI�
WKHLU�UHVSHFWLYH�RZQHUV��
�
�1RNLD�RSHUDWHV� D�SROLF\�RI� FRQWLQXRXV�GHYHORSPHQW��1RNLD� UHVHUYHV� WKH� ULJKW� WR�PDNH�
FKDQJHV�DQG�LPSURYHPHQWV�WR�DQ\�RI�WKH�SURGXFWV�GHVFULEHG�LQ�WKLV�GRFXPHQW�ZLWKRXW�
SULRU�QRWLFH��1RNLD�0RELOH�3KRQHV�UHVHUYHV�WKH�ULJKW�WR�UHYLVH�WKLV�GRFXPHQW�RU�ZLWKGUDZ�
LW�DW�DQ\�WLPH�ZLWKRXW�SULRU�QRWLFH��
�

/LPLWDWLRQ�RI�/LDELOLW\�
�

�
8QGHU� QR� FLUFXPVWDQFHV� VKDOO� 1RNLD� EH� UHVSRQVLEOH� IRU� DQ\� VSHFLDO�� LQFLGHQWDO��
FRQVHTXHQWLDO� RU� LQGLUHFW� GDPDJHV�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR� ORVV� RI� GDWD� RU�
LQFRPH���KRZVRHYHU�FDXVHG��DQG�ZKHWKHU�RU�QRW�1RNLD�ZDV�DGYLVHG�RI�WKH�SRVVLELOLW\�
RI�VXFK�GDPDJHV���
�

:DUUDQW\�'LVFODLPHU�
�

7KH�FRQWHQWV�RI�WKLV�GRFXPHQW�DUH�SURYLGHG��DV�LV���([FHSW�DV�UHTXLUHG�E\�DSSOLFDEOH�ODZ��
QR�ZDUUDQWLHV�RI�DQ\�NLQG��HLWKHU�H[SUHVV�RU� LPSOLHG�� LQFOXGLQJ��EXW�QRW� OLPLWHG� WR�� WKH�
LPSOLHG�ZDUUDQWLHV�RI�PHUFKDQWDELOLW\�DQG�ILWQHVV�IRU�D�SDUWLFXODU�SXUSRVH��WLWOH�RU�QRQ�
LQIULQJHPHQW� DUH� PDGH� LQ� UHODWLRQ� WR� WKH� DFFXUDF\�� UHOLDELOLW\� RU� FRQWHQWV� RI� WKLV�
GRFXPHQW���
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�� ,QWURGXFWLRQ�

���� ,PSRUWDQW�1RWH�)RU�5HO\LQJ�3DUWLHV�
%HIRUH�XVLQJ�WUXVWLQJ�WKH�FHUWLILFDWH�V��UHODWHG�WR�WKLV�&HUWLILFDWH�3ROLF\��SOHDVH�
HQVXUH�\RX�KDYH�UHDG�DQG�XQGHUVWRRG�WKH�SURYLVLRQV�RI�WKLV�GRFXPHQW��

���� 3ROLF\�LGHQWLILFDWLRQ�
3ROLF\�1DPH� &HUWLILFDWH�3ROLF\�IRU�1RNLD��UG�3DUW\�$SSOLFDWLRQV�
3ROLF\�TXDOLILHU� &HUWLILFDWHV�LVVXHG�XVLQJ�WKLV�SROLF\�DUH�RQO\�WR�EH�XVHG�IRU�VLJQLQJ��UG�3DUW\�

FRGH�H[FKDQJHV�E\�1RNLD��7KH\�DUH�QRW�WR�EH�XVHG�IRU�DQ\�RWKHU�VWUXFWXUH�RU�
SXUSRVH� DQG� QR� OLDELOLW\� ZLOO� EH� DFFHSWHG� IRU� DQ\� PLVDSSURSULDWLRQ� RU�
PLVXVH���

3ROLF\�YHUVLRQ� ����
3ROLF\�VWDWXV� $SSURYHG�
3ROLF\�UHIHUHQFH�2,'�
�2EMHFW�,GHQWLILHU��

����������������������������

'DWH�RI�LVVXH� ���-XQH������
'DWH�RI�H[SLU\� 1RW�DSSOLFDEOH��
5HODWHG�&36� 1RNLD�3.,�&36�YHUVLRQ���

�
)RU� PRUH� LQIRUPDWLRQ� DERXW� WKLV� &HUWLILFDWH� 3ROLF\�� IROORZ� WKH� 1RNLD� &RQWDFW�
,QIRUPDWLRQ�OLQN�IURP�KWWS���ZZZ�QRNLD�FRP�
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�� 3ROLF\�RXWOLQH�
&HUWLILFDWHV�FUHDWHG�XQGHU�WKLV�SROLF\�DUH�RQO\�WR�EH�XVHG�IRU�VLJQLQJ�VRIWZDUH�SDFNDJHV�
FUHDWHG�E\��UG�SDUWLHV�IRU�1RNLD��7KH\�DUH�QRW�YDOLG�IRU�DQ\�RWKHU�SXUSRVH��
�
7KH� UHJLVWUDWLRQ� SURFHVV� DQG� FUHDWLRQ� RI� WKH� SULYDWH� NH\V� LV� FDUULHG� RXW� LQ� D� VHFXUH�
HQYLURQPHQW�DQG�IXOO\�DXGLWHG�EHIRUH�EHLQJ�GHVSDWFKHG�WR�WKH�KRVWLQJ�VLWH�IRU�VLJQLQJ�E\�
WKH�1RNLD�&RGH�6LJQLQJ�5RRW�&HUWLILFDWLRQ�$XWKRULW\��
�
7KH�SURFHGXUH�IRU�UHJLVWUDWLRQ�DQG�FUHDWLRQ�RI�SULYDWH�NH\V�LV�GRFXPHQWHG�DQG�DYDLODEOH�
XSRQ�UHTXHVW�IURP�1RNLD��
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�� &HUWLILFDWH�3ROLF\�SURYLVLRQV�

���� &RPPXQLW\�DQG�DSSOLFDELOLW\�
7KLV�&HUWLILFDWH�3ROLF\�LV�RQO\�YDOLG�IRU�VLJQLQJ��UG�SDUW\�VRIWZDUH�XVLQJ�WKH�WRROV�SURYLGHG�
E\�1RNLD��7KH�VRIWZDUH�PD\�EH�HLWKHU�IRU�LQWHUQDO�WHVWLQJ�RQO\�RU�IRU�H[WHUQDO�UHOHDVH��$OO�
VRIWZDUH�WR�EH�VLJQHG�PXVW�KDYH�D�ZULWWHQ�VWDWHPHQW�IURP�WKH��UG�SDUW\�VXSSOLHU�VWDWLQJ�
WKDW�WKH�VRIWZDUH� LV�DV�GRFXPHQWHG� LQ�WKH�IXQFWLRQDO�DQG�RU� UHTXLUHPHQW�VSHFLILFDWLRQ�
IRU� WKDW� VRIWZDUH�� 7KHVH� VSHFLILFDWLRQV�PXVW� KDYH� EHHQ� GHOLYHUHG� WR�� UHYLHZHG� E\� DQG�
IRUPDOO\�DFFHSWHG�E\�1RNLD��&HUWLILFDWHV�XQGHU�WKLV�SROLF\�DUH�QRW�DYDLODEOH�IRU�DQ\�RWKHU�
SXUSRVH��7KH\�PXVW�QRW�EH�XVHG�IRU�VLJQLQJ�DQ\�RWKHU�VRIWZDUH��
�
7KH� VHUYLFH�SURYLGHG�E\� WKH�&HUWLILFDWH�3ROLF\� LV� WR�JLYH� WKH�XWPRVW�DVVXUDQFH� WR�HQG�
XVHUV� WKDW� WKH� VRIWZDUH� VLJQHG� E\� WKHVH� FHUWLILFDWHV� KDV� EHHQ� SURGXFHG� DQG� VLJQHG� LQ�
DFFRUGDQFH� ZLWK� GHILQHG�� VHFXUH� DQG� IXOO\� DXGLWHG� SURFHGXUHV� DGRSWHG� E\� 1RNLD� WR�
ZDUUDQW�WKH� LQWHJULW\�RI� WKH�VRIWZDUH��7KH�.H\�XVDJH�ILHOGV�VSHFLILHG�ZLWKLQ�WKLV�SROLF\�
DUH�LQ�DFFRUGDQFH�ZLWK�WKLV�UHTXLUHPHQW��

���� 5LJKWV�DQG�2EOLJDWLRQV�
1RNLD©V�REOLJDWLRQ�LV�WR�HQVXUH�WKDW�WKH�SULYDWH�NH\�LV�SURWHFWHG�DW�DOO�WLPHV�DJDLQVW�ORVV��
GLVFORVXUH��PRGLILFDWLRQ�RU�XQDXWKRULVHG�XVH�DV�GHWDLOHG�ZLWKLQ�WKLV�GRFXPHQW��
�
7R�WKLV�HQG�� LQWHUQDO�SURFHGXUHV��DQG�DXGLWLQJ��KDYH�EHHQ� LQWURGXFHG��7KHVH�SURFHGXUHV�
GHWDLO�KRZ�FHUWLILFDWH� UHTXHVWV�DUH�JHQHUDWHG�DQG�KRZ�WKH�FHUWLILFDWHV�DUH� WR�EH�XVHG��
7KH�REOLJDWLRQ�LV�ILUPO\�ZLWK�1RNLD�WR�HQVXUH�WKDW�WKH�SURFHGXUHV�DUH�IROORZHG�LQ�HYHU\�
FDVH��
�
1RNLD�LV�REOLJDWHG�WR�LQIRUP�WKH�&HUWLILFDWLRQ�$XWKRULW\�LPPHGLDWHO\�LI�LW�VXVSHFWV�DW�DQ\�
WLPH�WKDW�WKH�SULYDWH�NH\�KDV�EHHQ�FRPSURPLVHG��
�
Relying parties are expected to use reasonable judgement before deciding to rely on a 
certificate based service. If they have any doubt of the validity of the Certificate issued 
under this policy or of the integrity and secrecy of the corresponding signature keys, 
the are obliged to, in the first instance, contact Nokia. 

���� /LDELOLW\�'LVFODLPHU�
7KH�&HUWLILFDWLRQ�$XWKRULW\�DQG�1RNLD�DVVXPH�QR�OLDELOLW\�LQ�UHODWLRQ�WR�WKH�XVH�RI�1RNLD�
�UG�3DUW\�$SSOLFDWLRQ�FHUWLILFDWHV�RU�DVVRFLDWHG�SXEOLF���SULYDWH�NH\�SDLUV��
�
7KH� &HUWLILFDWLRQ� $XWKRULW\�� 1RNLD�� RU� 1RNLD
V� HPSOR\HHV�� PDNH� QR� UHSUHVHQWDWLRQV� RU�
ZDUUDQWLHV��H[SUHVV�RU� LPSOLHG��RWKHU�WKDQ�DV�H[SUHVVO\�VWDWHG� LQ�WKLV�&HUWLILFDWH�3ROLF\��
12� ,03/,('� :$55$17<� 2)� $1<� .,1'�� ,1&/8',1*� %87� 127� /,0,7('� 72�
:$55$17,(6� 2)� 7,7/(� 25� 121�,1)5,1*(0(17�� 25� ,03/,('�:$55$17,(6� 2)�
0(5&+$17$%,/,7<� 25� ),71(66� )25� $� 3$57,&8/$5� 385326(�� ,6� 0$'(� %<�
12.,$����
�
,Q� QR� HYHQW� VKDOO� WKH� &HUWLILFDWLRQ� $XWKRULW\� RU� 1RNLD� EH� OLDEOH� IRU� DQ\� LQGLUHFW��
LQFLGHQWDO��VSHFLDO��SXQLWLYH�RU�FRQVHTXHQWLDO�GDPDJHV�LQFOXGLQJ�EXW�QRW�OLPLWHG��WR��
ORVW�SURILWV�� UHYHQXHV�RU�GDWD�HYHQ�LI�WKH�&HUWLILFDWLRQ�$XWKRULW\�RU�1RNLD�RU�ERWK�
KDYH�EHHQ�DGYLVHG�RQ�WKH�SRVVLELOLW\�RI�VXFK�GDPDJHV��
�
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6RPH�MXULVGLFWLRQV�PD\�QRW�DOORZ�H[FOXVLRQ�RI�FHUWDLQ�ZDUUDQWLHV�RU�OLPLWDWLRQV�RI�OLDELOLW\��7KH�OLDELOLW\�RI�
WKH�&HUWLILFDWLRQ�$XWKRULW\�RU�1RNLD�LQ�VXFK�FDVH�VKDOO�EH�OLPLWHG�WR�WKH�JUHDWHVW�H[WHQW�SHUPLWWHG�E\�
DSSOLFDEOH�ODZV��

�

���� ,QWHUSUHWDWLRQ�DQG�(QIRUFHPHQW�
7KLV�&HUWLILFDWH�3ROLF\�VKDOO�EH�VXEMHFW�WR�DQG�LQWHUSUHWHG�DFFRUGLQJ�WR�)LQQLVK�ODZ��

���� 3XEOLFDWLRQ�DQG�5HSRVLWRU\�
7KHUH� LV� QR� SXEOLFDWLRQ� RI� FHUWLILFDWHV� RU� FHUWLILFDWH� UHYRFDWLRQ� OLVWV� �&5/V�� DVVRFLDWHG�
ZLWK� WKLV� &HUWLILFDWH� 3ROLF\�� ,Q� WKH� HYHQW� RI� DQ\� TXHU\� RU� YDOLGDWLRQ� FKHFN�� LW� ZLOO� EH�
QHFHVVDU\�WR�FRQWDFW�1RNLD�GLUHFWO\���
�

)RU� PRUH� LQIRUPDWLRQ� DERXW� WKLV� &HUWLILFDWH� 3ROLF\�� IROORZ� WKH� 1RNLD� &RQWDFW�
,QIRUPDWLRQ�OLQN�IURP�KWWS���ZZZ�QRNLD�FRP�

�
,QIRUPDWLRQ� RQ� WKH� UHSRVLWRU\� IRU� WKH� DVVRFLDWHG� &36� DQG� &3� FDQ� EH� IRXQG� DW�
KWWS���ZZZ�QRNLD�FRP�SKRQHV������OHJDO�KWPO����
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�� ,GHQWLILFDWLRQ�DQG�DXWKHQWLFDWLRQ�

���� ,QLWLDO�UHJLVWUDWLRQ�
5HJLVWUDWLRQ� ZLOO� EH� FDUULHG� RXW� LQ� DFFRUGDQFH� ZLWK� WKH� SURFHGXUH� ODLG� GRZQ� DQG�
GRFXPHQWHG���7KLV�GRFXPHQW�LV�DYDLODEOH�XSRQ�UHTXHVW�IURP�1RNLD��
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�� 2SHUDWLRQDO�5HTXLUHPHQWV�
&HUWLILFDWHV�XQGHU�WKLV�SROLF\�ZLOO�RQO\�EH�LVVXHG�DW�WKH�VSHFLILF�UHTXHVW�RI�1RNLD���
1R�RWKHU�FHUWLILFDWH�DSSOLFDWLRQV�ZLOO�EH�DFFHSWHG�XQGHU�WKLV�SROLF\��
�
&HUWLILFDWHV�XQGHU�WKLV�SROLF\�ZLOO�EH�UHYRNHG�LQ�FDVHV�RI��
� &RPSURPLVH�
� /RVV�RI�NH\V�
� &KDQJH�RI�FLUFXPVWDQFH�UHQGHULQJ�FHUWLILFDWH�LQYDOLG��
&HUWLILFDWHV�ZLOO�QRW�EH�VXEMHFW�WR�VXVSHQVLRQ�XQGHU�WKLV�SROLF\��RQO\�UHYRFDWLRQ��
�
9DOLG�FHUWLILFDWHV�ZLOO�DXWRPDWLFDOO\�EH�UHQHZHG�RQH�PRQWK�EHIRUH�H[SLU\��
�

���� 7HFKQLFDO�6HFXULW\�&RQWUROV�
7KH�NH\�SDLUV�DUH�RQO\�JHQHUDWHG�RQ�D�VSHFLILHG�FRPSXWHU��7KLV�FRPSXWHU�LV�VXEVHTXHQWO\�
VHDOHG�XQWLO�WKH�FHUWLILFDWHV�DUH�UHTXLUHG�WR�VLJQ�VRIWZDUH��
�
7KHUH�DUH�QR�DUUDQJHPHQWV�IRU�DQ\�SULYDWH�NH\�EDFNXS�ZLWKLQ�WKLV�SROLF\��
�
7KH�SULYDWH�NH\V�DUH�VWRUHG�RQ�D�GHGLFDWHG�FRPSXWHU�DQG�KHOG� LQ�D�VDIH�XQWLO�UHTXLUHG��
7KH� FRPSXWHULV� VHDOHG�� 7KLV� VHDO� LV� H[DPLQHG� SULRU� WR� DQ\� XVH� RI� WKH� FRPSXWHU� DQG�
UHSODFHG�ZLWK�D�QHZ�VHDO�ZKHQ�DQ\�RSHUDWLRQ�UHTXLULQJ�VLJQLQJ�KDV�EHHQ�FRPSOHWHG���
'HVWUXFWLRQ�RI�WKH�NH\V��VKRXOG�WKLV�EH�QHFHVVDU\��ZRXOG�EH�E\�WRWDO�GHVWUXFWLRQ�RI�WKH�
GLVN��

���� &HUWLILFDWH�SURILOH�
 

9HUVLRQ� ��

6HULDO�1XPEHU� 8QLTXH�6HULDO�QXPEHUV�DUH�DVVLJQHG�E\�WKH�&$�

6LJQDWXUH�$OJRULWKP� 6+$���ZLWK�56$�VLJQDWXUH�

�

,VVXHU�'LVWLQJXLVKHG�1DPH�
�

&RXQWU\��&�� 1RW�XVHG�

2UJDQL]DWLRQ��2�� 1RNLD�

2UJDQL]DWLRQDO�8QLW��28�� 1RW�XVHG�

&RPPRQ�1DPH��&1�� 1RNLD�&RGH�6LJQLQJ�5RRW�&$�

�

9DOLGLW\�

�

1RW�%HIRUH� 7LPH�RI�,VVXH�

1RW�$IWHU� �����GD\V�IURP�7LPH�RI�,VVXH�
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6XEMHFW� �

&RXQWU\��&�� 1RW�XVHG�

2UJDQL]DWLRQ��2�� 1RNLD�

2UJDQL]DWLRQDO�8QLW��28�� 1RW�XVHG�

&RPPRQ�1DPH��&1�� 1RNLD�2.�

6XEMHFW�3XEOLF�.H\�,QIR� �����56$�

�
;�����([WHQVLRQV�

$XWKRULW\�.H\�,GHQWLILHU� 1RW�XVHG�

6XEMHFW�.H\�,GHQWLILHU� 1RW�XVHG�

�

.H\�8VDJH�
�

'LJLWDO�6LJQDWXUH� <HV�

1RQ�5HSXGLDWLRQ� 1R�

.H\�(QFLSKHUPHQW� 1R�

'DWD�(QFLSKHUPHQW� 1R�

.H\�$JUHHPHQW� 1R�

.H\�&HUWLILFDWH�6LJQDWXUH� 1R�

([WHQGHG�.H\�8VDJH� &RGH�6LJQLQJ�

&5/�6LJQDWXUH� 1R�

�

&HUWLILFDWH�3ROLFLHV�
�

3ROLF\�,GHQWLILHU� ����������������������������

���� &5/�SURILOH�
&5/V�DUH�QRW�LVVXHG�XQGHU�WKH�&HUWLILFDWH�3ROLF\��$Q\�TXHU\�RQ�WKH�YDOLGLW\�RI�D�FHUWLILFDWH�
VKRXOG�EH�DGGUHVVHG�LQ�WKH�ILUVW�LQVWDQFH�WR�1RNLD�XVLQJ�WKH�FRQWDFW�JLYHQ�LQ�VHFWLRQ�����
DERYH��


